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This paper addresses the limitations of existing Internet of Things (IoT) cascading failure
models in capturing the unique characteristics of port IoT (PIoT) systems, particularly delay
sensitivity, heterogeneous data flows, and priority-aware transmission. To this end, a
delay-sensitive cascading failure model is proposed by integrating sensing—control data flows
and priority-based packet scheduling, while incorporating two alternative caching mechanisms
for performance comparison. The model characterizes the interactions among data transmission,
node load dynamics, and failure propagation under time-constrained conditions. Simulation
results demonstrate that priority-aware transmission improves packet survival and mitigates
congestion propagation. In addition, in-transit caching outperforms end-of-line caching in
preserving data effectiveness. Furthermore, the packet survival rate increases with the number
of routing nodes, while expansion factors enhance system robustness only up to critical
thresholds. In contrast, higher congestion coefficients significantly degrade system performance.

Keywords: cascading failures, port internet of things, load distribution, network reliability

1. Introduction

The efficient operation of smart ports relies on comprehensive
perception of port status, ubiquitous connectivity, and intelli-
gent decision-making. As the key infrastructure supporting the
acquisition and transmission of port operation information, the
Internet of Things (IoT) provides the digital foundation for the
operation of smart ports [1-3].
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In the port IoT (PIoT), deployed IoT nodes need to forward
large volumes of data, but their bandwidth and cache resources
are often limited. These nodes must receive both sensing data
(i.e. uplink data) and control data (i.e. downlink data). During
data transmission, downlink data are prioritized. If the link
capacity is insufficient for data transmission, any data exceed-
ing the link capacity must be returned to the original node.
This easily leads to data accumulation, which causes node con-
gestion and further impairs the nodes’ processing capacity. If
the load in a node’s cache exceeds its capacity, the node can
fail due to overflow, and the data will be rerouted. In this data
rerouting process, other nodes may become overloaded. This
process, in which failures propagate due to load redistribution,
is referred to as cascading failure [4, 5].

Due to the significant threat cascading failures pose to
IoT operations, the issue of cascading failures has garnered
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widespread attention. Currently, research on cascading fail-
ures in IoT domains such as wireless sensor networks (WSN5s)
[6-8], industrial IoT [9, 10], smart home [11, 12], and
edge assisted IoT [13, 14] has made encouraging progress.
However, due to the following characteristics, existing IoT
cascading failure models are not applicable to real-world PIoT:

(1) In PIoT, nodes not only collect sensing data but
also receive control instructions from gateways or edge
nodes. The interaction between these two types of data sig-
nificantly affects load distribution and failure propagation.

(2) PIoT applications involve time-critical operations (e.g.
unmanned container trucks and quay cranes), making the
system highly sensitive to transmission delay. Therefore,
priority-aware data transmission plays a critical role in sys-
tem performance.

(3) Unlike traditional models that rely on static topological
metrics, node load in PIoT is determined by real-time data
flows within cache spaces, resulting in dynamic and time-
varying load characteristics.

Therefore, this study proposes a delay-sensitive cascading
failure model for the PIoT. The key contributions of this paper
are as follows:

(1) A delay-sensitive cascading failure model for the PIoT
is constructed, in which node load is characterized using
dynamic data flows (including sensing data and control
data), and data transmission is restricted by the data pro-
cessing capacity of nodes and the bandwidth of links.

(2) Based on the delay requirements of real-world port oper-
ations, different types of data packets are assigned dis-
tinct priority levels. In addition, two data caching mechan-
isms are proposed: the in-transit caching mechanisms and
end-of-line caching mechanisms—to reflect the impact of
data cache management on the network’s cascading failure
process.

(3) Through extensive experiments, we systematically evalu-
ate the impacts of node and link failure triggering factors
in the PIoT, and analyze the effects of modeling paramet-
ers on network performance under various failure mechan-
isms. Furthermore, comparative experiments without pri-
ority settings are conducted to demonstrate the role of pri-
ority in enhancing network reliability.

The rest of this paper is organized as follows: section 2
reviews related work; section 3 provides a preliminary ana-
lysis of the PIoT; section 4 describes the PIoT cascading fail-
ure model; section 5 presents simulation experiments; and
section 6 concludes the paper.

2. Related work

Building on the above mechanism, cascading failures pose
a significant threat to IoT systems, as local disruptions may
propagate through network connections and cause large-scale

performance degradation. As a result, cascading failures have
become a critical factor affecting the reliability of IoT sys-
tems and have attracted increasing attention in recent studies
[15, 16].

The study of cascading failures in the IoT and WSNs has
evolved from basic topological analysis to complex, context-
aware modeling. A significant portion of the literature focuses
on the relationship between network structure and resilience.
For instance, Fu et al [17] and Ye et al [18] utilized the
probability generating function method to analyze scale-free
networks, discovering that the scale of cascading failures is
closely linked to the network’s power-law exponent. Similarly,
research by Hu er al [19] highlighted that Newman—Watts
(NW) small-world topologies generally outperform Watts—
Strogatz configurations in terms of robustness. Building on
these structural insights, Mo et al [20] revealed the impact
of community structures, while the pivotal role of increasing
the proportion of cluster heads in limiting failure propaga-
tion within clustered IoT networks was demonstrated in [21].
Furthermore, Yin et al [22] integrated Markov mobility mod-
els with scale-free topologies to study how node movement
affects cascading risks under overload attacks. Beyond pure
topology, researchers have developed diverse mathematical
frameworks to model failure mechanisms. Biabani et al [23]
introduced a directed betweenness-based model to propose
load-balancing and energy-efficient routing strategies. In the
specialized domain of smart homes, Xing et al [24] and Zhao
et al [25] employed combinatorial analysis to define cascad-
ing failures as competitive behaviors among devices, focusing
on the isolation effects and functional dependencies that arise
within these environments. To capture a more comprehensive
range of stressors, a model based on cellular automata [26]
was proposed to account for hardware and software malfunc-
tions, energy depletion, and connectivity impairments simul-
taneously, providing a holistic view of network degradation.
More recent research focuses on functional interdependen-
cies and specific constraints of modern network environments
like edge computing and industrial systems. Wang et al [27]
explored ‘weak interdependence’ in cyber-physical networks,
where failures in sensor nodes propagate to physical layers
with a specific probability. In the realm of edge-assisted IoT, a
model was developed [28] to represent node load through real-
time data packets, accounting for link congestion and the data-
compression capabilities of edge nodes. Finally, in the context
of IIoT, cascading failures were examined from the perspect-
ive of network service coupling [29], emphasizing the dual
roles of nodes as both data forwarders and service providers.
Collectively, these studies demonstrate a shift toward more
granular models that distinguish between sensing and relay
loads [20] and consider the real-time operational demands of
the network.

Although research on cascading failures in the IoT has
made notable progress, there are still limitations in describ-
ing the characteristics of cascading failures in PIoT sys-
tems, including: (1) In existing cascading failure models,
nodes are sensor nodes that only handle data collection and
transmission. In contrast, nodes in PIoT systems possess



J. Reliab. Sci. Eng. 2 (2026) 035401

X Fu et al

Table 1. Comparison between general IoT models and the proposed PloT model.

Aspect Conventional IoT models

Proposed PIoT Model

Model assumptions
no delay or priority
Node load characterization Static topology-based load

Failure propagation mechanism

Data flow Sensing data only
Data priority No priority

Delay sensitivity Not considered
Caching Ignored or simplified

Homogeneous sensing nodes; single data flow;

Topology-driven load redistribution

Heterogeneous nodes; sensing and control
data; delay and priority considered

Dynamic load based on real-time cache

Data flow, priority, and congestion-driven
Coupled sensing and control data
Priority-aware

Directly affecting the cascading failure process
Comparative analysis of different caching
mechanisms

sensing, communication, and automated operational capabil-
ities. Both the sensing data they upload and the control data
they receive jointly influence the network’s load distribution,
thereby affecting the network’s cascading failure process; (2)
Existing cascading failure models usually do not distinguish
between data priorities. However, in the delay-sensitive PIoT,
different types of data have varying transmission priorities,
and these differences can affect node load—ultimately influ-
encing the cascading failure process; (3) Existing models usu-
ally rely on static topological parameters to define node load,
which cannot adequately capture the time-varying load char-
acteristics of nodes in PIoT systems. As shown in table 1,
the proposed model exhibits essential differences from con-
ventional IoT cascading failure models in terms of model
assumptions, node load characterization, and failure propaga-
tion mechanisms.

3. Preliminary analysis of PloT

3.1. System architecture

The PIoT is a distributed network system comprising nodes
and communication links, which adopts a hierarchical network
architecture. In the PIoT, nodes are divided into four categor-
ies according to their functions: terminal nodes, router nodes,
sink nodes, and edge computing nodes. Terminal nodes are
devices for port data collection, with functions including: (1)
Collecting status data from port operation equipment (con-
tainer trucks, quay cranes, yard cranes) and receiving con-
trol data; (2) Monitoring and collecting port status data such
as temperature, humidity, static electricity, and cargo posi-
tion. A terminal node can establish communication links with
multiple router nodes. Router nodes are relay devices in the
PIoT, responsible for data forwarding. A router node can estab-
lish communication links with multiple other nodes within
its communicationradius. Sink nodes are network facilities
(e.g. base stations) used to receive sensing data and gener-
ate control data, which is then delivered to terminal nodes
via router nodes. In the PIoT, the massive volume of data
makes it impossible for sink nodes alone to handle all data
processing. Edge computing nodes possess powerful data pro-
cessing capabilities [30]; therefore, in the PIoT, edge comput-
ing nodes serve as edge gateways and generate corresponding

Edge computing
™ =9 NOdes

Terminal nodes

Figure 1. System architecture of PIoT.

control data. The network architecture of the PIoT is shown in
figure 1.

In the PIoT architecture, edge nodes and sink nodes are
interconnected either directly or through multi-hop commu-
nication links, forming a hierarchical yet partially distributed
structure. The sink node functions as a global coordinator
that maintains a system-level view and issues high-level con-
trol instructions, while edge nodes operate as local decision-
makers with autonomous processing capabilities. In terms of
control relationships, edge nodes do not strictly depend on
real-time instructions from the sink node. Instead, they can
make local decisions based on current network states, while
following global policies or guidelines issued by the sink
node. Therefore, the relationship between sink and edge nodes
can be characterized as a semi-hierarchical structure combin-
ing centralized coordination and distributed decision-making.
Control data can be generated by both sink and edge nodes.
Sink-generated control data are typically global and strategic,
whereas edge-generated control data are local and adaptive,
enabling faster responses to dynamic network conditions.

3.2. Characteristic analysis

Unlike general-purpose 10T, the PIoT has the following unique
characteristics:
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Figure 2. Data flow of the network in PIoT.

(1) Sensing-control data: in the PIoT, data is typically clas-
sified into sensing data and control data. Sensing data
refers to data collected by terminal nodes, which is trans-
mitted to sink nodes via router nodes and edge comput-
ing nodes. This type of data is also referred to as uplink
data. Control data refers to control signals generated by
sink nodes and edge computing nodes; these signals are
transmitted as downlink data to terminal nodes to schedule
and control equipment. For example, when two automated
guided vehicles (AGVs) are about to meet, the terminal
nodes on the AGVs generate sensing data and transmit it to
an edge computing node. After the edge computing node
processes the data in real time, it generates control data
and immediately transmits it to the corresponding AGVs,
instructing them to detour or adjust their routes to avoid
collisions. The transmission direction of sensing-control
data is shown in figure 2.

In the PIoT architecture, edge nodes and sink nodes are
interconnected either directly or through multi-hop com-
munication links, forming a hierarchical yet partially dis-
tributed structure. The sink node functions as a global
coordinator that maintains a system-level view and issues
high-level control instructions, while edge nodes oper-
ate as local decision-makers with autonomous processing
capabilities. In terms of control relationships, edge nodes
do not strictly depend on real-time instructions from
the sink node. Instead, they can make local decisions
based on current network states, while following global
policies or guidelines issued by the sink node. Therefore,
the relationship between sink and edge nodes can be
characterized as a semi-hierarchical structure combining
centralized coordination and distributed decision-making.
Control data can be generated by both sink and edge nodes.
Sink-generated control data are typically global and stra-
tegic, whereas edge-generated control data are local and
adaptive, enabling faster responses to dynamic network
conditions.

(2) Priority of delay-sensitive data: during port operations,
different data types have distinct priorities. Compared to
sensing data, control data directly affects the normal oper-
ation of port equipment and thus requires priority pro-
cessing. The specific priority order of data transmission
in real-world PIoT systems is shown in table 1.

4. PloT cascading failure model

4.1 System model

The PIoT is represented as G = {V,E}, where V= {¢;|i =
1,2,...,N} represents the set of N network nodes, and E =

[a; J] ~Nxn 1S the set of communication edges between network
nodes. If there is data exchange between node i and node j,
then a;; = a;; = 1; otherwise, a;; = a;; = 0. The life cycle of
a data packet is divided into three stages: generation, trans-
mission, and deletion. The initial network has no load, and the
data generated by nodes are based on the actual volume of port
data. The next hop of each data packet is determined by the
shortest transmission path. After reaching a router node, data
packets are queued according to their priority order. Different
time-to-live (TTL) values are assigned to different types of
data packets. Table 2 summarizes all the parameters in the pro-
posed cascading model. Without loss of generality, we make
the following assumptions:

(1) Only terminal nodes can generate sensing data packets,
while sink nodes and edge computing nodes generate con-
trol data packets;

(2) All routing nodes are assumed to have identical hardware
configurations, their functional processing capacity C; is
assigned proportionally to their initial load L;(0) according
to equation (7).

(3) The link capacity is limited. If the number of data pack-
ets being transmitted exceeds the link capacity, any excess
low-priority data packets will be returned to the original
node based on priority order;

(4) The node capacity is limited. If the number of real-time
data packets cached in the node exceeds a certain threshold
(below its maximum capacity), the node will enter a con-
gested state and its data processing capability will reduce.
If the number of real-time data packets further exceeds
the node’s maximum capacity, the node will fail due to
overflow.

4.2. Node load

4.2.1. Terminal nodes.  The real-time load L! () of terminal
node i is related to the number of data packets collected by the
node at time ¢ and its transmission capability. The load L] (7)
of terminal node i is described as

LI () =1} (1) = R{ (1), (1

—1)+57 (1), )

; 3

where I7(¢) denotes the number of data packets present in ter-
minal node i at time #; R! (f) denotes the number of data packets
processed by terminal node i at time #; and S7(¢) denotes the
number of data packets generated by terminal node i at time
t .According to 2, the data packets present in terminal node i
have two sources: the residual data packets from the previous
time step and the newly generated data packets from the node
itself. The data processing capability of terminal node i at time
t is denoted as D! (1), which characterizes the maximum load
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Table 2. Parameters of the cascading failure model.

Items Descriptions

IHE) Load of terminal node i at time ¢

IHG) Number of data packets in terminal node i at time ¢

RiT(t) Number of packets processed by terminal node i at time ¢

DI (1) Processing capability of terminal node i at time ¢

Sl-T(t) Number of packets generated by terminal node i at time ¢

LE(1) Load of router node i at time ¢

I(0) Number of data packets in router node i at time ¢

RiC(z) Number of packets processed by router node i at time ¢

Df (1) Processing capability of router node i at time ¢

Xij(1) Number of packets sent from neighbor j to node i at time ¢

E;j(1) Indicator of the existence of a link between nodes i and j

U (1) Number of data packets returned to node i at time ¢

£ Congestion level of node i at time ¢

LE(r) Load of edge computing node i at time 7

I£(r) Number of data packets in edge computing node i at time ¢

RE(7) Number of packets processed by edge computing node i at time ¢

(k) Average degree of the initial router network

Wi Capacity of node i

Wi Link capacity between nodes i and j

Aij(1) Number of packets that node i attempts to transmit to node j at time ¢

« Node overload-tolerance coefficient

A Link overload-tolerance coefficient

B8 Congestion-tolerance coefficient

NE Number of router nodes in the network

vi(t) Processing speed of node i at time ¢

Tp,i(2) Processing time of packet p at node i

B, Resource requirement of packet p

Op Complexity of data packet p

i (1) Remaining time-to-live of packet p in transit

p Time-to-live of data packet p

p(1) Packet survival rate

Telay (1) Network-wide average transmission latency of all valid packets at time ¢
the terminal node can process. When the total number of data c
packets in node i exceeds its processing capability DY (z), the D¢ () = [1 _f€ (t)} Q° (1) )

4 L

node can only transmit D! (¢) data packets; the remaining data
packets will be cached in the node and processed for transmis-
sion in the next time step.

4.2.2. Router nodes.  The real-time load LE(f) of router
node i at time ¢ is related to the number of data packets trans-
mitted to it by neighboring nodes and the number of data
packets unsent at time ¢ — 1 due to link bandwidth limitations.
Therefore, the load LE (7) of router node i at time 7 is described
as

LY (1) =15 (1) = RE (1), o))

Q(r)

where I€(1) denotes the number of data packets present in
router node i at time #; R€ (¢) denotes the number of data pack-
ets processed by router node i at time #; X;;(f) denotes the
number of data packets transmitted from neighboring node
(sink node, router node, or terminal node) j to node i; E; j(r)
denotes the presence of a link between node i and node j at
time 7 (if a link exists, E;;(¢) = 1; otherwise, E; ;(t) = 0); and
UB(t) denotes the number of data packets that fail to be sent
due to bandwidth limitations at time ¢ and thus return to node
i. Details of U2(t) are provided in the section 4.3. The data
processing capability of router node i at time ¢ is denoted as
DE (1), which characterizes the maximum load the router node
can process. When the total number of data packets in node
i exceeds its processing capability DE(t), the node can only
transmit D€ (¢) packets, and the remaining packets will remain
in the node’s cache. Otherwise, the node can transmit all data
packets in its cache, and its real-time load is fully released
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(i.e. LE(t) = 0). In the router network of the PIoT, the pro-
cessing capability of a router node is positively correlated with
its degree (i.e. the number of neighboring nodes). The data
processing capability DY (f) in equation (7) is normalized by
the average degree (k) of the initial router network to reflect
the inherent relationship between topological connectivity and
resource requirements. In the PIoT infrastructure, the average
degree (k) functions as a quantitative baseline for the con-
nectivity density of the routing layer. By defining the pro-
cessing capability as a function of the ratio between the local
degree QF(¢) and this baseline, the model implements a pro-
portional resource allocation strategy: nodes with higher con-
nectivity are allocated greater processing capacity to accom-
modate the aggregated sensing and control data flows con-
verging through multiple links. This mathematical structure
ensures that the processing resources are distributed accord-
ing to the expected traffic load, thereby optimizing the load-
balancing performance of the routing infrastructure and pre-
venting localized congestion in high-connectivity regions of
the network. f€(¢) represents the congestion degree of node i,
which indicates the negative impact of congestion on the router
node’s processing capability. Details of f°(¢) are provided in
the section 4.4.

Sensing and control flows exhibit complex load coupling
characteristics at router nodes. On one hand, sensing data as
uplink traffic features high concurrency, which is prone to
forming initial backlogs at critical router nodes, thereby redu-
cing the nodes’ residual processing capacity. On the other
hand, according to priority policies, high-priority control data
preempts bandwidth resources, forcing sensing data already on
the verge of congestion to further remain in the cache. This not
only results in a decrease in the survival rate of sensing data
but also indirectly delays the generation of subsequent con-
trol instructions by extending the round-trip latency of sens-
ing data. Such a cross-data-type delay positive feedback loop
serves as a critical incentive for PIoT cascading failures to
evolve from localized congestion into network-wide paralysis.

4.2.3. Edge computing nodes.  The real-time load LE () of
edge computing node i at time ¢ is defined as

LY (1) =1If (1) — RE (1), (8)

Q7 (1) Q5(1)

Z Eij()+ > XSE (1), 9

Jj=1 Jj=1

Ii (1) =

where RE(t) denotes the number of data packets processed by
edge computing node i at time #, and I£(¢) denotes the total
number of data packets in the cache space of edge comput-
ing node i at time . LE(t — 1) represents the number of resid-
ual data packets from the previous time step; X represents
the number of data packets received by the edge computing
node from terminal node j ; Q7 (¢) represents the set of terminal

nodes connected to edge computing node i, thus Z]Q_?) XZ}( )

denotes the total number of data packets received by edge com-
puting node i from its connected terminal nodes; X3 j represents
the number of data packets received by edge computing node

i from sink node j; and ZQ xS (1 ; j(¢) denotes the total number
of data packets received by edge computing node i from its
connected sink nodes.

4.3. Capacity and transmission

In a real-world PIoT, the hardware configuration of network
node devices determines the system’s overall data transmis-
sion and storage capabilities. When a node experiences high
load, additional bandwidth and cache resources are typically
allocated to enhance its load-handling capacity. Therefore, it
is reasonable to assume that a network node’s capacity is posit-
ively correlated with its actual load. For terminal nodes, router
nodes, and edge computing nodes, their capacities can thus be
expressed as

Wi=(1+a)Li(0), (10)
where « denotes the overload tolerance coefficient, and L;(0)
is defined as the steady-state nominal load of node i, repres-
enting the baseline traffic demand.

Link capacity refers to the maximum number of data pack-
ets that can be transmitted between nodes i and j; thus, it can
be expressed as

Wij=(14+X)L;;(0),
where A is the link capacity limit coefficient, and L;;(0)
denotes the steady-state nominal load of the communication
link (i, j). Therefore, the number of data packets returned to
node i in the transmission from node i to node j due to band-
width constraints equals the number of data packets node i
attempts to send to node j via the link minus the link capacity,
which is expressed as:

Y

Q@)

Zmax (0,4;; (1) — Wiy), (12)

where A; ;(7) represents the number of data packets that node
i attempts to transmit to node j at time .

4.4. Node congestion state

In most of the existing cascading models [31-33], nodes have
only two states: normal and overloaded. Under their assump-
tions, if a node’s load exceeds its capacity, it is permanently
removed from the network. This assumption is reasonable for
power grids; however, it does not hold for the PIoT. Unlike
power overload in power grids, packet overload in the PIoT
does not cause physical damage to packet-processing nodes
(i.e. router nodes). The primary negative impacts include
packet expiration, congestion-induced failure, and packet loss.
When the number of generated packets is excessively large,
the real-time traffic load on certain key nodes will exceed
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their data processing capacity. This will further cause some
packets to fail to be transmitted in a timely manner, requir-
ing them to remain temporarily in the node’s cache. Following
multiple rounds of data accumulation, packet backlogs will
lead to severe network traffic congestion, with the congestion
degree worsening over time. Therefore, in our model, in addi-
tion to ‘normal’ and ‘overloaded’, there are two other states
for router nodes, namely ‘congested’ and ‘isolated’. The con-
gestion function f€(¢) is defined as

0 LY (1) < (1=B)Wi
C
£ = L) —5(‘}1V'—6)W,- (1-B)W; <LE (1) < Wi,
1 | £ > W,

13)
where [ is the congestion tolerance coefficient, which aims to
adjust the threshold between the normal state and the conges-
ted state. Its value is determined by the resources of the router
node.

When LE(¢) < (1 — 8)W;, the node is in a normal state, its
processing capability remains unchanged, and it functions nor-
mally. When (1 — 8)W; < LE(¢) < W;, the node is in a conges-
ted state, its processing speed decreases, but it can still receive
and transmit data packets. When LE(¢) > W;, the node is in
an overloaded state, its processing speed is 0, and it cannot
operate temporarily. If all neighboring nodes of a router node
are overloaded, even if its load is within the capacity range, the
node will still be unable to send data packets due to interrupted
transmission paths, and such nodes will transition to the ‘isol-
ated’ state. When some neighboring nodes recover from the
overloaded state and resume normal communication with the
sink node, isolated nodes can revert to a normal state. If a node
is damaged due to its inability to receive control data, its state
is termed the ‘interdependent failure’ state. An Overloaded
state is considered a temporary, recoverable condition; a com-
ponent is permitted to rejoin the network functional set as soon
as its real-time load L(¢) returns to a level below its capacity.
However, Isolated and Interdependent Failure states are non-
recoverable within the simulation timeframe. Specifically, the
operational status of a terminal node depends on the Control
TTL: if the node does not receive a valid control packet before
the expiration of its control TTL, it is deemed to have lost con-
trol consistency. Consequently, the node enters a permanent
shutdown state to ensure system safety, representing a phys-
ical failure or emergency stop of the port machinery.

4.5. Caching mechanism

In the PIoT, there are two types of caching mechanisms: the in-
transit caching mechanism and the end-of-line caching mech-
anism. We set TTL p, for data packets p. In the end-of-line
caching mechanism, control packets are discarded once their
{4y is exceeded during transmission. In contrast, sensing pack-
ets are not discarded upon exceeding their ,; instead, they
are retained and continue to be transmitted until they reach
the sink node. In the in-transit caching mechanism, if a data
packet p exceeds its u, during transmission, it is immediately
cleaned. If the sensing data exceed j1, when reaching the sink

node, the sink node will not generate the corresponding con-
trol data. If a control data packet exceed its p, when reaching
the terminal node, the terminal node will fail. The capability
of node i to process data packets can be defined as
vi (1) = Df (1). (14)
To further analyze the transmission characteristics of dif-
ferent types of data packets and their impacts on network
performance, it is necessary to comprehensively consider the
relationship between the data packet priority mechanism and
the processing capabilities of nodes. In the PIoT, setting data
packet priorities can effectively improve the transmission effi-
ciency of key tasks, but it also introduces potential impacts
on the processing of data packets from other task types.
Therefore, we incorporate parameters such as data packet
complexity, resource capacity, and node processing capabil-
ity to quantify the waiting time and processing time of data
packets at nodes. We define the complexity of data packet p as
0, and the resource capacity of each data packet p as B,. Thus,
the processing time of data packet p at node i is defined as

B,
T, ()= 22, 15
pst ( ) Vi (I) ( )
4.5.1. In-transit caching mechanism.  According to the data

priority policy, if data packet p has the highest priority at node
i, its total time at the node equals its processing time. If there
are g data packets with higher priority than data packet p at
node i, the total time of data packet p at node i is the sum
of the waiting time and its own processing time. The waiting
time refers to the total time of all higher-priority data packets
at node i.

ng (1)

Ty =S Tyi(0)+ 2
qg=1

p'(sp

Vi (l) ’

(16)

where n,(t) denotes the number of data packets g with higher
priority and T, ;(¢) denotes the total time of a single higher-
priority data packet at node i. Thus, the remaining effective
transmission time of data packet p is

mi(p)
Tf(t) = Hp — ZT,i(t)7

i=1

a7

where m;(p) denotes the number of nodes that data packet p
has passed through. Therefore, in this mechanism, if Tllf (1) <
0, this data packet is evicted at this node; if T;’ (f) > 0, the data
packet is processed after waiting and transmitted to the next
node until it is transmitted to the last node.

4.5.2. End-of-line caching mechanism.  The total time that
data packet p spends at all nodes it passes through is defined
as

m;i(p)

T, ()= ) Tpi(0).

i=1

(18)
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when the data packet is transmitted to the last node, 7),(z) is
compared with the set TTL p, based on the packet’s type. If
T,(t) > pp, the data packet is deemed invalid due to timeout.

4.6. Reliability and performance metrics

To quantitatively evaluate the impact of cascading failures on
the PIoT, two core metrics are defined. First, the data packet
survival rate p(7) measures the reliability:

Os(t) +0r(1)
0(1)

where Qg(f) and Qr(¢) denote the cumulative numbers of
valid sensing and control data packets, respectively, and Q(7)
denotes the total number of generated data packets up to
time ¢.

The end-to-end delay Tdelay(t) is defined as the network-
wide average transmission latency of all valid packets at time
t. In high-bandwidth smart port environments (e.g. 5G private
networks), the physical link transmission delay is assumed
negligible compared to nodal queuing and processing delays.

p() = (19)

1 Os(1)+0r(1) [ mi(p)
Tdela = T, 20
dly(t) QS(I)+QT(I) ; ; P, (t) ( )

where Qs(t) + Or(t) denotes the total number of packets pro-
cessed or delivered during time step ¢, and 7}, ;(¢) represents
the real-time delay experienced by packet p at node i along its
path of length m;(p).

5. Experimental results

5.1 Experimental setup

An experimental PIoT platform is constructed (figure 3) com-
prising 485 concentrators, 4G LTE DTUs, RS-232 interfaces,
and environmental sensors to simulate port equipment and
generate realistic data flows. Based on these flows, we simulate
a network of 250 fixed, 50 mobile, and 30 edge nodes (aver-
age degree k =4). The topology is updated each 10 ms step:
mobile nodes follow the Random Waypoint model, while sta-
tionary nodes maintain a disk-based communication range R.
Global shortest paths are recomputed via Dijkstra’s algorithm
to capture these dynamics. All nodes comply with IEEE
802.11ax. To account for gateway overheads, a 1.2 scaling
factor maps empirical latency to packet TTL. Traffic includes
high-frequency sensing (1.0 pkt/step) and intermittent control
packets (0.1 pkt/step from edge/sink nodes). Finally, we evalu-
ate the impact of modeling parameters and failure mechanisms
on network reliability.

In the PIoT, the presence of mobile terminal nodes such
as AGVs and container trucks means the network topology
is not static. The network topology at different time steps is
depicted in figure 4. Furthermore, the changing locations of
mobile terminal nodes over different time steps also contrib-
ute to dynamic load distribution. Figure 5 shows the load dis-
tribution at different time steps.

Port operation
y equipment sensor

- T
Data transmission
sensor

' "
dge computing
~ sensor

Figure 3. Experimental platform of PIoT.

In the experiments, to comprehensively evaluate the data
packet survival rate of the PIoT under cascading failures, we
introduce both node (single-node and multi-node) and link
failure triggering mechanisms. Under single-node failure trig-
gering mechanisms, we evaluate the impact of key modeling
parameters on PIoT performance and compare the two caching
mechanisms. For multi-node failure triggering mechanisms,
we introduce four node failure mechanisms depending on the
node type: terminal failure triggering (TFT), router failure trig-
gering (RFT), sink failure triggering (SFT), and edge failure
triggering (EFT). These mechanisms are designed to observe
how triggering failures in different node types affects the net-
work’s data packet survival rate. For link failure triggering,
we introduce two mechanisms depending on the node type:
sensing link failure triggering (SLFT) and sensing-control link
failure triggering (SCLFT), to observe their distinct impacts
on the network when control data or sensing data is lost.
Specifically, the failure selection for TFT and SLFT is based
on random selection from the corresponding component sets.
In contrast, RFT, EFT, SFT, and SCLFT are implemented as
targeted attacks, where components are prioritized for removal
based on their topological importance, within their respective
functional tiers. To ensure a fair comparison between the in-
transit caching mechanism and the end-of-line caching mech-
anism, we employ fixed random seeds for each failure scenario
to maintain consistent initial network states and node mobility
trajectories . Furthermore, each simulation is conducted for 50
independent runs, and the results are reported as average val-
ues to minimize stochastic bias and ensure statistical accuracy.

5.2. Impact of Key parameters under single-node failure

5.2.1. Impacts of the number of router nodes Nf.  Figure 6
shows that as the number of router nodes NX increases, the
damage caused by cascading failures tends to decrease. As
the number of router nodes increases from 100 to 300, the
data packet survival rate rises by approximately 20 percent
under both caching mechanisms. This improvement is attrib-
uted to the increased number of router nodes, which helps
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reduce traffic load and minimize losses caused by cascading

failures.

5.2.2. Impact of node capacity expansion coefficient alpha.

Figure 7 shows that as the expansion coefficient « increases,
the data packet survival rate after cascading failures improves
under both mechanisms. In our model, a denotes the node
capacity expansion coefficient: a higher v value provides more
buffer space to handle traffic load, thereby reducing the risk
of data packet loss caused by node failures or congestion.
However, increasing « indefinitely does not lead to infinite
improvements in the data packet survival rate; instead, a crit-
ical threshold o* exists. When « reaches or exceeds o™, the
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Figure 4. Topological of the PIoT at different time steps. (a) t =0, (b) t =100, (c) t =200, (d) t =300.

data packet survival rate saturates.

5.2.3. Impact of
lambda.

link capacity expansion coefficient
Figure 8 illustrates that as the expansion coeffi-
cient A increases, the data packet survival rate increases under
both mechanisms. In our model, A denotes the link capacity
expansion coefficient: increasing A enhances link capacity,
thereby improving transmission capability and enabling links
to handle larger volumes of data traffic per unit time. With
improved link capacity, both queuing delay and congestion
probability during data packet transmission are reduced, lead-
ing to fewer backlogged data packets awaiting processing.
This significantly mitigates cascading failures triggered by
insufficient link capacity. Furthermore, a critical threshold \*
is observable: when A reaches or exceeds A\*, the system’s
data packet survival rate saturates.
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Figure 5. Heatmap of load distribution in PIoT at different time steps. (a) t =0, (b) t =100, (c) =200, (d) t = 300.
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Figure 6. Variation of data packet survival rate with NR (=X =0.6,3=0.2). (a) End-of-line caching mechanism, (b) in-transit caching
mechanism.

5.2.4. Impact of congestion coefficient beta. Figure 9 distinguishing between a node’s normal and congested states.
shows that as [ increases, the data packet survival rate A higher 8 value makes router nodes more likely to enter
decreases. In our model, B denotes the node conges- a congested state, thereby increasing data packet delivery
tion tolerance coefficient, which adjusts the threshold for latency. Furthermore, an increase in 3 raises the risk of node
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overload due to data packet backlog, making data packet deliv-
ery more likely to be blocked.

5.3. Comparison of two caching mechanisms

Figure 10 shows that the in-transit caching mechanism
achieves a higher data packet survival rate during cascading
failures when compared to the end-of-line caching mechan-
ism. This advantage stems from the fact that the in-transit

caching mechanism immediately removes expired data pack-
ets during transmission, preventing them from occupying the
node buffer space. In contrast, the end-of-line caching mech-
anism only assesses data packet validity upon arrival at the
last node. This can lead to the accumulation of expired data
packets during transmission. This accumulation consequently
blocks the forwarding of valid data packets, causing them to
exceed their TTL. Although the in-transit caching mechan-
ism demonstrates superior performance in terms of data packet
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Figure 10. Comparison of packet survival rates between two caching mechanisms under different parameters. (a) Different NR values, (b)

different o values, (c) different A values, (d) different 8 values.

survival rate, the end-of-line caching mechanism is preferable
in certain scenarios. This is because the end-of-line caching
mechanism ensures the complete delivery of data packets to
both sink nodes and terminal nodes, thereby preserving data
integrity. Figure 11 shows the average end-to-end delay of
the two caching mechanisms under different parameter set-
tings. As a direct measure of transmission latency, this metric
reflects the combined effects of routing path length, queuing
delay, and node congestion during cascading failures. It can
also be observed that the in-transit caching mechanism out-
performs the end-of-line caching mechanism in reducing delay
and improving data transmission efficiency.

Figure 12 presents heatmaps illustrating the data packet sur-
vival rates of both mechanisms across the [«, A] parameter
space under single-node failure triggering. The results fur-
ther validate the existence of critical thresholds o* and \*,
which demarcate the boundary beyond which the system’s
data packet survival rate reaches saturation. From a phys-
ical perspective, the threshold boundaries [, A] represent
the minimum capacity conditions required for the system to
maintain a stable transmission state under cascading disturb-
ances. The region below the boundary corresponds to a failure-
prone regime, where insufficient node or link capacity leads
to rapid congestion accumulation and cascading propagation.
In contrast, the region above the boundary indicates a relat-
ively stable regime, where enhanced capacity effectively sup-
presses load redistribution and prevents large-scale failures.

Moreover, the difference between the two heatmaps highlights
the distinct resource utilization mechanisms of the caching
mechanism. The in-transit caching mechanism achieves com-
parable survival performance under lower e and A values, as
it dynamically buffers packets along transmission paths and
alleviates local congestion. In contrast, the end-of-line caching
mechanism relies more on node-side storage, requiring higher
capacity expansion to reach the same stability region. This
demonstrates that in-transit caching is more efficient in util-
izing distributednetwork resources, while end-of-line caching
demands stronger local buffering capability.

The in-transit caching mechanism generally achieves a
higher data packet survival rate p(¢) during cascading failures
compared to the end-of-line caching mechanism. This per-
formance advantage stems from the in-transit caching mech-
anism’s ability to immediately remove expired data packets
during the transmission process, which prevents them from
occupying critical buffer space within the network nodes. In
contrast, the end-of-line caching mechanism only assesses
data packet validity upon its arrival at the final destination
node. This delay in validation often leads to the accumulation
of invalid data packets, thereby obstructing the forwarding of
valid, time-sensitive information and causing further packet
timeouts.

To further investigate the impact of these mechanisms on
system reliability, we evaluate their performance under the
failure of a single edge computing node. Unlike standard
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router nodes, edge computing nodes in the PIoT serve as crit-
ical hubs for processing sensing data and generating neces-
sary control instructions. For these simulations, the key mod-
eling parameters are fixed at a node overload-tolerance coef-
ficient = 0.6, a link overload-tolerance coefficient A = 0.6,
a congestion-tolerance coefficient 5 = 0.2, and the number of
router nodes Ng = 300. The experimental results are summar-
ized in table 3.

5.4. Impact of multi-node failures

The experimental results indicate that the in-transit cach-
ing mechanism outperforms the end-of-line caching mechan-
ism in terms of data packet survival rate. Therefore, to mit-
igate the impact of data congestion on subsequent experi-
ments, the in-transit caching mechanism is adopted in the
experiments involving multi-node failure triggering and link
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Table 3. Performance comparison of caching mechanisms under single edge node failure (o« = A = 0.6, 3 =0.2, N® = 300).

Mechanism p(1) Telay (1) (ms)
In-transit caching 0.57 142
End-of-line caching 0.39 198
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Figure 13. Data packet survival rate under different failure triggering mechanisms (o = A = 0.6, 5 = 0.2,N% = 300).
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Figure 14. Proportion of node states under different failure triggering mechanisms (a« = A = 0.6, 8 = 0.2,N% = 300). (a) TFT, (b) SFT, (c)

RFT, (d) EFT.

failure triggering. Figure 13 shows that the four failure trig-
gering mechanisms exert significantly different levels of dam-
age on the PIoT. Under TFT, even when 30 terminal nodes are
compromised, the remaining nodes can still retain functional-
ity. In contrast, both RFT and EFT lead to a progressive decline

in the data packet survival rate as the number of affected
nodes increases—this drives an increasing number of node
failures due to cascading effects. The most severe impact on
data packet survival rate occurs under SFT, where the degrada-
tion is particularly pronounced. Figure 14 shows that networks
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Figure 15. Heatmap of load distribution under different failure triggering mechanisms at time 7 (o = A = 0.6, 3 = 0.2,N® = 300). (a) TFT,

(b) SFT, (c) RFT, (d) EFT.

under RFT and EFT have a higher proportion of nodes in inter-
dependent failure states. This is because when a router node
or edge computing node fails, the subsequent loss of control
data can cause numerous terminal nodes to enter interdepend-
ent failure states. In contrast, TFT leads to a relatively lower
proportion of failed nodes. This is primarily because terminal
node failures have limited impact on other network compon-
ents, resulting in smaller-scale cascading failures. SFT, mean-
while, results in the highest proportion of overloaded nodes:
when a sink node is compromised, the router nodes connected
to it lose the ability to transmit data to their destinations, lead-
ing to complete paralysis of the associated data transmission
paths.

Figure 15 shows that among the four node failure triggering
mechanisms, SFT exerts the most severe impact on the PIoT.
This demonstrates that sink nodes play a critical role in the
network and should be prioritized as key protection targets in
port environments.

5.5. Impact of link failures

Our prior research has demonstrated that both RFT and EFT
can cause partial failures of terminal nodes connected to the
affected router or edge nodes. Therefore, we further investigate
cascading failures triggered by different types of link failures
within the network. Specifically, we trigger failures in sens-
ing links and sensing-control links separately to examine their
respective impacts on cascading failure.

Figure 16 shows that for the same scale of failure triggering,
the data packet survival rate under SCLFT is lower than that
under SLFT. Even when only a small number of links are com-
promised under SCLFT, the data packet survival rate is sig-
nificantly impacted. This indicates that sensing-control links
play a more critical role in maintaining the normal operation
of the PIoT.

Figure 17 shows that compared to SLFT, the network under
SCLFT exhibits a larger proportion of nodes in interdependent
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failure states. This is because when sensing-control links are
compromised, terminal nodes that depend on these links may
become inoperable due to losing control data support. This
is also the primary reason for the lower data packet survival
rate observed under SCLFT. It can be seen from figure 18 that
SCLFT has a greater impact on network load than SLFT. The

load distribution differences depicted highlight the critical role
of sensing-control links. In the SCLFT scenario (figure 18(b)),
the network exhibits significantly lower load density than in
SLFT (figure 18(a)). This is primarily because SCLFT dis-
rupts the transmission of control data, which directly governs
the normal operation of port equipment. The resulting loss of
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Table 4. Comparison of failure mechanisms under different priority settings.

Failure Mechanism  Non-priority p(#) Priority p(t) Non-priority Tyelay () (ms)  Priority Tgelay (7) (ms)
TFT 0.67 0.81 150 105
RFT 0.08 0.19 185 130
EFT 0.16 0.38 190 135
SFT 0.06 0.12 230 160
SLFT 0.12 0.23 175 120
SCLFT 0.07 0.17 210 145

control support triggers large-scale interdependent failures of
terminal nodes. Consequently, data packets accumulate rap-
idly at upstream router nodes due to the inability to complete
delivery, leading to severe network-wide congestion. In con-
trast, SLFT only hinders sensing data collection, which has a
lower priority and a more localized impact on the overall net-
work load.

Between the two link failure triggering mechanisms, target-
ing SCLFT exerts a more substantial impact on the network.
Therefore, in the PIoT, prioritizing the protection of sensing-
control links is critical to mitigating damage caused by delib-
erate attacks.

5.6. Effectiveness of the data priority mechanism

To further validate the necessity of the proposed data pri-
ority mechanism, this section compares the performance of
our model against a non-priority baseline (FIFO-based pro-
cessing) under typical multi-node failure scenarios. For all
comparative simulations in this section, the key network para-
meters are fixed at « =0.6, A=0.6, 5=0.2, and Nz = 300 to
provide a consistent baseline for evaluation. In the non-priority
model, sensing data and control data are treated with equal pro-
cessing weight. As summarized in table 4, the comparative res-
ults across multiple metrics—including the final survival rate
p(00), average end-to-end delay, and control packet deadline
miss rate—demonstrate a significant performance gap.

As illustrated in the table, the absence of a priority mech-
anism leads to a rapid decline in the system survival rate, par-
ticularly under EFT and SFT scenarios. In the non-priority
baseline, the high-volume sensing traffic competes for lim-
ited buffer resources with time-critical control packets. This
undifferentiated competition results in a ‘congestion col-
lapse” where control packets experience prolonged queuing
delays. Consequently, the average end-to-end delay for con-
trol streams escalates sharply, leading to a substantial increase
in the deadline miss rate.

6. Conclusion and future work

In this paper, we construct a delay-sensitive cascading fail-
ure model tailored to the PIoT, leveraging the unique char-
acteristics of the PIoT and characterizing node loads using
dynamic data flows. We also account for node classification
based on their distinct functions in real-world port environ-
ments, as well as the flow directions of sensing and control data

between nodes. Additionally, we designed two caching mech-
anisms: the in-transit caching mechanism and the end-of-line
caching mechanism. We conducted extensive experiments to
investigate how key parameters affect the system’s cascading
failures, and examined the impacts of different failure trigger-
ing mechanisms on the PIoT via multi-node and link failure
scenarios. The research findings can offer theoretical guidance
for building reliable PIoT.

(1) Identified the critical thresholds for the node overload-
tolerance coefficient o (0.6-0.8) and link overload-
tolerance coefficient A\ (0.4-0.8) within the PIoT. This
study demonstrates that exceeding these saturation points
yields diminishing returns for the data packet survival rate
p(1), thereby establishing the minimum resource require-
ments necessary to effectively mitigate cascading failures.

(2) Compared with attacking sensing links, attacking sensing-
control links may cause much greater damage to the PIoT
through cascading failures. Nodes subject to interdepend-
ent failures account for the largest proportion in the net-
work, and most of them are terminal nodes damaged due to
the loss of control data. Therefore, priority should be given
to enhancing the robustness of such nodes, for example,
by allocating higher capacity, deploying redundancy, or
applying differentiated protection strategies.

(3) Compared with attacking nodes that only transmit sensing
data, attacking nodes that generate or transmit control data
may cause much greater damage to the PIoT through cas-
cading failures. When attacking nodes that only transmit
sensing data, failed nodes experiencing overload account
for the largest proportion in the network, and most of these
nodes are router nodes that become overloaded due to load
redistribution.

(4) In terms of data packet survival performance, the in-transit
cache mechanism consistently outperforms the end-of-line
cache mechanism. This finding suggests that in-transit
caching is more suitable for delay-sensitive PIoT applic-
ations. However, in scenarios where data integrity is more
critical, the end-of-line caching mechanism may still be
preferable. Therefore, caching strategies should be selec-
ted based on application requirements.

(5) A larger number of router nodes in a PloT results in
enhanced connectivity between nodes, which in turn
provide greater backup and redundant resources across
the network. Consequently, such systems generally exhibit
better performance in mitigating cascading failures.
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In this work, we employ the packet delivery ratio and aver-
age end-to-end delay to evaluate the reliability of the PloT
system. While these reliability metrics intuitively reflect the
extent of damage caused by cascading failures to the net-
work, it still has certain limitations. In practical PIoT envir-
onments, factors such as the system’s topology, configuration,
and the structural location of faulty IoT devices can signific-
antly impact overall functionality and reliability. Therefore,
in future work, we plan to extend the cascading reliability
metrics from a quality of service perspective, for example,
by incorporating communication efficiency and network cov-
erage. Additionally, we will focus on strategies to enhance
the cascading reliability of PIoT systems. We believe two
feasible approaches hold promise: (1) Optimizing Cascading
Parameters: This study concludes that cascading parameters
(such as « and p) significantly influence network reliability.
This finding provides a theoretical basis for optimizing these
parameters to improve cascading reliability. (2) Implementing
Network Optimization Strategies: Many studies [34—37] have
demonstrated that network optimization strategies, such as
reinforcement learning [38—41], can effectively help networks
resist cascading failures.
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